MucdopMmaumoHHasa naMsaTKa ansa obyyarowmxcs
KoMnbroTepHble BUPYCbI

KOMMbIOTEPHbIN BUPYC — 3TO pa3HOBUAHOCTb KOMMbIOTEPHBLIX MPOrpamMM, OTANYUTENBHON

0COBEHHOCTbIO KOTOPOW ABNSIETCA CNOCOBHOCTb K pa3MHOXEHMIO. B AononHeHne K 3ToMy, BUPYCbl MOTYT
NOBPEAWTb WM MOSTHOCTBIO YHUUTOXWTb BCe (palnibl M AaHHblE, MOAKOHTPOSIbHbIE NOMb30BATENO, OT
MMeHN KOTOPOro Hbia 3anyLleHa 3apaXkeHHast MporpaMma, a Takke NoBpeauTb UK AaXe YHUUTOXUTb
OnepaLMoHHYH0 CUCTeMyY €O BceMu dhaiinamm B LENIOM. B 60MbLIMHCTBE ClyYaeB pacnpoCTPaHSIOTCS
BUpYChbl Yepe3 NHTepHeT.

MeToAbl 3al4UTbl OT BPEAOHOCHbIX NMPOrpamMM:

1. Wcnonb3yi coBpeMeHHble OnepaLnoHHbIE CUCTEMbI, UMEIOLLNE CEPLE3HbIN YPOBEHb 3aLLUTbI
OT BPEAOHOCHbIX MPOrpamm.

2. TocTosiHHO ycTaHaBnMBai nayth (UndpoBble 3annaTku, KOTopble aBTOMaTUYECKM
yCTaHaB/MBAOTCS C LIeNIblo A0PabOTKM NpPOrpaMmbl) 1 aApyrue 06HOBNEHUS CBOEN OnNepaLMOHHOM
cucteMbl. CkaumBal MxX TONbKO C oduLmManbHoro camta paspabortumka OC. Ecnum cywectByeT
pPeXMM aBTOMaTU4YeCKOro 06HOBNEHMS, BKIIOYM €rO.

3. PaboTall Ha CBOEM KOMMbIOTEPE NOA NpaBaMy MONb30BaTENS, @ HE aAMUHUCTpaTopa. 3TO He
No3BONUT H6ONbLUMHCTBY BPEAOHOCHBIX NPOrpaMM MHCTAIMPOBATLCS HA TBOEM NMEPCOHANIbHOM
KOMnbloTepe.

4. Kcnonb3yi aHTUBMPYCHbIE NPOrPaMMHble NPOAYKTbl M3BECTHbLIX MPOM3BOANUTENEN, C

aBTOMATUYECKMM OOHOBMEHMEM 6a3.

OrpaHunyb U3NYECKUIA AOCTYN K KOMMbIOTEPY AN MOCTOPOHHMX NnL,.

Mcnonb3yi BHELHWE HOCMTENM MHGOPMaUMK, Takmne Kak dnellka, AMcK unmn dann u3 MHTEpPHETa,

TONbKO U3 NPOBEPEHHbIX MCTOYHUKOB.

7. He oTKpbiBal KOMMNbIOTEPHBIE (halnbl, MOMYUYEHHbIE U3 HEHAAEXKHBIX UCTOYHMKOB. [laxe Te
alnbl, KOTOpble NpUCNan TBOM 3HAKOMbIN. Jlydlle YTOUYHM Y HEro, OTrpaB/sii v OH Tebe uX.

oo,

Cetn WI-FI1

Wi-Fi — 370 He BMA nepeaayn AaHHbIX, HE TEXHOMOrMs, a BCero nuwb 6pena, mapka. Ewe B 1991

rogy HuaepnaHackas KomnaHus 3apeructpuposana 6peng "WECA", yto 06o3Ha4ano cnoBocoyeTaHme
"Wireless Fidelity", koTopbli nepeBoanTCS Kak "6ecnpoBogHast TOYHOCTL". 10 Hallero BpeMeHU AoLna
Apyrasi abbpeBuaTypa, KoTopas SBMSIETCS TakKoM e TexHonornen. 3to abbpesmnatypa "Wi-Fi". Takoe
Ha3BaHMWe 6b110 AaHO C HAMEKOM Ha CTaHAAPT BbICLLEN 3BYKOBOWM TexHMKM Hi-Fi, 4uTo B nepeBoae
O3HayaeT "Bblcokas TOYHOCTL". [a, 6ecnnaTHbI MHTEPHET-AOCTYN B Kade, OTeNsx 1 asponopTax
SIBNAETCS OT/IMYHOM BO3MOXHOCTbIO BbIXOAA B MHTEPHET. HO MHOMME 3KCNepThbl CYMTAIOT, YTO
obwepnoctynHble Wi-Fi ceTn He aBnsoTca 6e3onacHbIMU.

CosBeTbl N0 6e3onacHocTu paboTbl B 06wenoctynHbix cetax Wi-Fi:

1. He nepepnaBaii CBOK NTMYHYO MHbOPMaLMIo Yepes obuieaocTynHble Wi-Fi ceTu. PaboTas B
HUX, XXenaTenbHO He BBOAUTL Maponn A0CTyna, NOrMHbI U KakMe-To HoMepa.

2. Wcnonb3yi 1 06HOBNSI @aHTUBMPYCHbIE NPOrpaMMbl M 6paHaMayep. TeM caMbiM Tbl 06e30MacuLLb
cebs OT 3aKayky BUpYyCa Ha TBOE YCTPOWCTBO.

3. Mpu ncnonb3oBaHumn Wi-Fi oTkntoumn dyHkumio "O6wmin goctyn Kk dainam n npuHTepam”. [JaHHas
(PyHKLMS 3aKpbiTa MO YMOMYAHUIO, OAHAKO HEKOTOPbIE MOb30BaTeNM aKTUBUPYIOT ee ANs
yaobCTBa ncnonb3oBaHns B pabote nnm yyebe.

4. He ncnonb3yn nybnununbii WI-FI ang nepeaayv NMYHbIX AaHHBLIX, HanpuMep Ans Bbixoda B
coumanbHble CETU WX B NEKTPOHHYIO MOYTY.

5. Wcnonb3yn Tonbko 3almiieHHoe coeanHeHmne Yyepe3 HTTPS, a He HTTP, T.e. npu Habope Beb6-
ajpeca BBOAM MMeHHO https://.

6. B mMobunbHOM TenedoHe oTkMoum dyHkumio "MoaknioveHne k Wi-Fi aBTomaTndeckn”. He
AOMyCKay aBTOMATUYECKOro NMOAK/OYEHUST YCTponcTBa K ceTam Wi-Fi 6e3 TBoero cornacusi.



CoumnanbHbie ceTn

CoumanbHble CETU aKTUBHO BXOAST B HalLy XXM3Hb, MHOIME NoAM paboTaloT U XMBYT TaM MOCTOSIHHO, a
B Facebook yxe 3aperncrpupoBaH MUnnapa YenoBek, YTo SBNISIETCS OAHON CEAbMOMN BCEX XKUTENEN
nnaHeTbl. MHOrMe Nosb30BaTeNM HE NMOHUMAIOT, YTO MH(OPMALIMS, pa3MELLIEHHast UMW B COLIMANbHbIX
CETAX, MOXET 6bITb HAAEHA U UCMOMb30BaHa KEM YrofiHO, B TOM UMC/e He 0653aTeNlbHO ¢ brarnumm
HaMepeHUAMMU,

OCHOBHbIe cOBeTbl N0 6€30NacCHOCTN B COLMAJIbHbIX CETAX:

=

OrpaHunyb cnncok apy3ein. Y 1ebsi B Apy3bsx He AOMKHO ObITb ClyYalHbIX U HE3HAKOMbIX JOAEN.

2. 3awmuian CBOK YacTHYHO XWU3Hb. He ykasbiBal naponu, TenedoHbl, agpeca, AaTy TBOEro
POXZAEHNS W APYTYIO IMYHYIO MHDOPMALMIO. 3M10YMbILLIEHHWUKM MOTYT UCMONb30BaTb AaXe
MHMOPMaLMIO O TOM, KaK Tbl U TBOW POAUTENMN NNIAHUPYETE MPOBECTU KaHMKYIIbI.

3. 3awuwian CBOK penyTaumio — AEPXM ee B YUNCTOTE M 3aaaBant cebe Bonpoc: xoTten 6bl Tbl, YTOODI
APYrve nonb3oBaTeny BUAENN, YTO Thbl 3arpyxaellb? MNoagymai, npexae Yem YTo-To
ony6/1MKoBaTb, HaNMcaTb W 3arpysuThb.

4. Ecnu Tbl roBopuLb C NOABMM, KOTOPbIX HE 3HAELb, HE UCMOJb3Y CBOE peasibHoe UMS U ApYTyio
NINYHYIO MHGOPMALMK: UMS, MECTO XWUTENbCTBA, MECTO y4ebbl U Npoyee.

5. W36erai pa3meluermns otorpaduii B IHTEpHETE, rae Tbl M306paXKeH Ha MECTHOCTU, NO KOTOPOM
MOXXHO OMpeaeNiMTb TBOE MECTOMOJIOXKEHME.

6. [lpun perncrpaumm B couManbHOM CETU HEOOXOAMMO UCMOJIb30BaThb C/IOXKHbIE MapOosun, COCTosILLME
13 6yKB 1 LUMPP M C KONMYECTBOM 3HAKOB He MeHee 8.

7. [Ans coumanbHoM CeTu, NoYTbl U APYrMX CamToB HEOBXOAMMO MCMOMb30BaTb PasHble Naposv.

Torpa ecnv Tebsi B3/IOMatOT, TO 3/10YMbILWIEHHUKM NOyYaT AOCTYN TOIbKO K OAHOMY MECTY, @ He

BO BCe Cpa3y.

INEeKTPOHHbIE AHbIN

3NEKTPOHHbIE AEHbIN — 3TO OYEHb YAODHLIV CrOCo6 NnaTeXxel, OAHAKO CYLLECTBYIOT MOLUEHHUKM,
KOTOpbIE XOTSAT NOMAYYUTb 3TN AE€HbIN. DNEKTPOHHbIE AEHBM MNOSBUIMCb COBCEM HEAABHO M UMEHHO U3-
3a 3TOro BO MHOIMX rocyAapcTBax A0 CMX MOp HE MPONMCAHO NPO HUX B 3aKOHaX. B Poccum e oHu
(YHKUMOHUPYIOT U O HMX Y>KE NPOMUCAHO B 3aKOHE, rAe MX pasaensitoT Ha HECKOSIbKO BUAOB —
aHOHMMHbIE M HE @HOHUMHbIE. Pa3HUL@ B TOM, YTO aHOHWMHbIE — 3TO TE, B KOTOPbIX

pa3peLlaeTca NpoBoANTL onepauun 6e3 naeHTUdKaLmMmn Nonb3oBaTens, a B HEaHOHUMHbIX
MaeHTUUKaUMS Nosb3oBaTesns SBNsSeTCs 06s3aTesIbHOM.

Takke cnefyeT pasnmMyaTtb 3/IEKTPOHHbIE (hMaTHbIE A€HbIM (PaBHbI FOCYAaPCTBEHHbIM BaslkOTaM)

M 3NEKTPOHHble HedmaTHble AeHbMM (HE paBHbl FOCYAAapPCTBEHHLIM BaslloTaM).

OCHOBHbIe COBeTbI N0 6e30nacHoi paboTe C 3/IEKTPOHHbLIMU Ai€HbraMm:

1. TMpuBsiXM K CYETY MOBWNBHBIM TenedoH. ITO caMbl yA0OHbLIN 1 BbICTPLIA CNOCO6 BOCCTAHOBUTL
AOCTYN K cyeTy. MpuBsizaHHbIN TenedoH NOMOXET, ecnn 3abyaellb CBON NNaTeXHbIN Naposb Uan
3aiaellb Ha CalT C HE3HAKOMOro YCTPOMCTBa.

2. Wcnonb3yi ogHopa3oBble naponu. Mocne nepexoaa Ha YCUNEHHYHO aBTOpM3aumio Tebe yxe He
6yaeT yrpoXaTb ONacHOCTb KpaXkn unv nepexsaTa MniaTeXXHoro napons.

3. Bblbepu cnoxHbiii naponb. MpecTynHukaM 6yaeT He NPOCTO yraAaTb CIOXHbIM Naporib.
HapexHble naponu — 3To Naponu, KOTopble coaepXxaT He MeHee 8 3HAKOB U BKJIOYaloT B cebs
CTPOYHbIE M NPONUCHbIE BYKBbI, LMMPbI U HECKONBKO CMMBOJIOB, TaKWe Kak 3HaK Aonapa,
(pyHTa,BOCKIMUATENbHBIV 3HaK U T.n. Hanpumep, $tRONg!

4. He BBOAM CBOW NIMYHbIE AAHHbIE Ha CaWTax, KOTOPbIM HE AOBEPSELLb.

IneKTpoHHas noyTta

3J'IeKTpOHHa$| noYyTa — 3TO TEXHOJI0OMMA U NPEAOCTAB/IAEMbIE €10 YCNTYTU MO NEPECLIIKE U
NoNy4EHUO 3JIEKTPOHHbIX C006Ll.leHMl‘/JI, KOTOpPbIE paCnpeAEnAOTCA B KOMI'IbIOTepHOl‘/Ji cetn. ObbI4HO



3ﬂeKTpOHHbIl7I MOYTOBbIN SLWMK BbIMSAUT cneayrowmnm o6pa30M: NMS_N0S1b30BaTeNs@uMs_A0OMeHa.
Takxxe KpoMe nepeaadun npocToro TeKCra, MMeeTCcd BO3MOXHOCTL NepeaaBaTh Cbaﬁflbl.

OcHoBHbIe cOBeTbl N0 6e3onacHoM paboTe C 3/1eKTPOHHOW NOYTOM:

1. Hapgo BbibpaTb NpaBWbHbIM NOYTOBLIN CepBUC. B MHTEpHETE eCTb OrpOMHbIM BbI6Op H6ecrnnaTHbIX
MOYTOBbIX CEPBMCOB, OAHAKO Nlyulle AOBEPSTb TEM, KOO 3HAELLb M KTO NEPBLIA B PENTUHTE.

2. He ykasblBail B IMYHOM NOYTE NIMYHYIO MHDOpMaumo. Hanpumep, nydwe
BbIOpaTh "My3blkaNbHbIM_haHaT@" unm "pok2013" BMecTo "Temal3".

3. Wcnonb3yi ABYx3TanHyo aBTOpU3aLmMio. ITO Koraa NOMUMO Naponsi HY>XXHO BBOAWUTb KOA,
npucbinaembivi no SMS.

4. Bblbepu CnoXHbIN Naposnb. N5 KaXaoro NoYTOBOrO AWMKa AO/MKEH 6blTb CBON HaEXHbIN,

YCTOMYMBLIN K B3/IOMY Napo’ib.

Ecnm ectb BO3MOXHOCTb HanMcaTb CaMOMY CBOWM JIMYHbIN BOMPOC, UCMOMb3YN 3TY BO3MOXXHOCTb.

Mcnonb3yn HECKOMBbKO NMOYTOBbLIX SLLMKOB. [MepBbli AN1s YaCTHOM Nepennckn ¢ aapecaTami,

KOTOpPbIM Tbl OBEPSIELLb. ITO 3/IEKTPOHHbIN aapec He HaAo UCMONb30BaTb NPW PeErucTpaumm Ha

opyMax 1 canTax.

7. He oTkpbiBay annbl M gpyrve BAOXKEHUS B NUCbMaX, AaXe eCiv OHW NPULLIK OT TBOWUX APY3€EN.
Jlydlie yTOYHU y HMX, OTNPaBAAM N1 OHM Tebe 3TU dainbl.

8. MMocne okoH4YaHUs paboTbl Ha MOYTOBOM CEPBUCE NEPEA 3aKPbITUEM BKNAaAKWN C CalTOM He 3abyab
Ha)xaTb Ha "BbInTn".

o

Kn6epbynnuHr unm BuptyasibHOe u3feBaTesibCTBO

KnbepbynnuHr — npecnegosaHne coobLeHnsaMu, coaepxalimmm ocKkopbneHusi, arpeccutio,
3anyrvBaHue; XyJIMraHCcTBO; coumasnibHoe 60MKOTUPOBaHME C MOMOLLbIO Pa3/INYHbIX MIHTEPHET-CEPBUCOB.

OcHoBHbIe coBeTbl N0 60pbbe ¢ knbepbynIMHrom:

1. He 6pocalics B 60i1. Jlyuwmin cnocob: NOCOBETOBATLCA Kak cebs BECTU U, eCIN HET TOro, K KOMY
MOXHO 06paTUTbCS, TO BHAYase YCnoKouTbCs. ECM Tbl HauHeLWb O0TBEYaTb OCKOPH6IEeHUsIMIN Ha
ockopbneHusi, To TONbKO elle 6osbLIe pa3oXoKeLlb KOHMINKT.

YnpaBnsaw cBoei knbeppenyTaumen.

AHOHUMHOCTb B CETU MHMMas. CyLLeCTBYIOT Cocobbl BbISCHUTb, KTO CTOUT 3@ @HOHUMHbIM

AKKayHTOM;

4. He CTOWUT BECTW XYNIMraHCKMI 06pa3 BUPTYanbHOM XXM3HWU. IHTEPHET (PUKCMPYET BCE TBOM

AENCTBUSI U COXPaHSET UX. YaanuTb ux 6yaeT KpanHe 3aTpyAHUTENbHO.

Cobntogali CBOKO BUPTYasnbHYHO YECTb CMOJIOAY.

6. WUrHopupyin eamHnYHbIA HeratuB. OAHOPa30Bble OCKOPOUTENbHbIE COOBLLEHNS NydLle
UrHopupoBaTb. OBbIYHO arpeccust NpeKpaLaeTcs Ha Ha4yanbHON CTaauu.

7. baHn arpeccopa. B nporpaMmmax o6MeHa MrHOBEHHbIMW COOBLLEHNSAMU, B COLMANBHBIX CETSAX
€CTb BO3MOXHOCTb 6/10KMPOBKW OTMNPaBKM COOBLLEHWNIA C ONpeaenieHHbIX aapecos.

8. Ecnu Tbl cBUaeTEeNb KnbepbynnmHra. TBoM AENCTBUS: BLICTYNUTb NPOTVUB NpecnieaoBaTens,
NoKa3aTb eMy, YTO €ro AeVCTBMSI OLIEHNBAIOTCA HEraTUBHO, NOAAEPXKATb XXEPTBY, KOTOPOM
HY>XHa NCcMxXonornyeckas noMoLlb, cooblwmTb B3pOCsbiM O (hakTe arpecCMBHOIO NoBeAeHNs B
cetu.

Wi

b

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbl U NNaHLIETLI coaepXxaT B cebe BnosiHe B3pocsbii (PyHKLUMOHaN, 1 Tenepb
OHMW MOTYT KOHKYPMPOBaTb CO CTaLMOHAPHbLIMK KOMMbloTepaMu. OAHAKO, CPEACTB 3alnTbl ANS
NoAo6HbIX YCTPOMCTB MOKa OYeHb Maso. TeCTMpoBaHWE M MOUCK YS3BUMOCTEN B HUX MPOMCXOAUT HE Tak
MHTEHCMBHO, Kak ans MK, To e camoe KacaeTcst U MOBUbHbIX NpUoXXeHuini. COBpeMeHHblE MOBU/bHbIE
6pay3epbl y>xe NpakTUYECKM AOTHANN HACTONbHbIE aHaNor1, OAHAKO pacluMpeHne hyHKLUMOHANa BneJeT
3a co60V 60bLUIYI0 CNOXHOCTb M MEHbLLYHO 3aLUMLLEHHOCTb. [Janeko He Bce NPOM3BOAUTENN BbIMyCKaOT
0BGHOBNEHNS, 3aKpbIBatOLLME KPUTUYECKUE YS3BUMOCTU NSt CBOMX YCTPOWMCTB.



OcHoOBHble coBeTbl Ansa 6e3onacHocTn MObunbHoOro TenecdoHa:

Huuero He saBnseTcs no-HacTosweMy becnnatHbIM. Byab OCTOpOXeH, BeAb Koraa Tebe

npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKMe-TO NIaTHbIE YCyru;

Adymai, npexae 4yeM otnpaBuTb SMS, boTo nnmn Buaeo. Tbl TOYHO 3HAELLb, FAe OHM ByayT B

KOHEYHOM utore?

Heobxoanmo 06HOBNATL ONEPauUMOHHY0 CUCTEMY TBOEr0 CMapT@OHa;

Mcnonb3yn aHTUBUPYCHbIE NPOrpaMMbl Ansi MOBUIbHbIX TenehoHOoB;

He 3arpy><ait NpunoXeHns oT HEU3BECTHOrO MCTOYHMKA, BEAb OHWM MOIyT COAEpXXaTb

BpPeAOHOCHOE NnporpaMMHoe obecneyeHue;

Mocne Toro Kak Tbl BblAELLb C CalTa, rae BBOAW IMYHYIO MHGOPMaLMIO, 3aiM B HAaCTPOMKK Bpay3epa
n yaanm cookies;

Meproanyeckn NpoBepsii, Kakue NnaTHbIe YCIyrn akTMBMPOBaHbLI HA TBOEM HOMEPE;

[aBali cBo HoMep MObMNbHOro TenedoHa ToNbKO NOASM, KOTOPbIX Tbl 3HAELb U KOMY A0BEpPSIELLb;
Bluetooth gomkeH 6bITb BbIK/IIOYEH, KOrAa Tl UM He NoNb3yellbcs. He 3abbiBalt nHOrAa NpoBepsATh 3TO.

Online urpol

CoBpeMeHHbIE OHTaNH-Urpbl — 3TO KpacoyHble, 3axXBaTblBatoLME pa3BrieyeHmns, 06beAnHSIOWME COTHM
ThICAY YENOBEK MO BCeMy Mupy. Mrpoku nccneayroT AaHHbI UM MUp, 06LLaKoTCs Apyr C APYroM,
BbIMOJIHAIOT 3aZjaHusl, CPAXKaloTCs C MOHCTPaMM U MOJyYatoT OnbIT. 3a YA0BONLCTBUE OHW NNATSAT:
MOKYNaloT ANCK, OMNlayuvBaloT abOHEMEHT MM NPUMOBPETAIOT Kakne-To onumm.

Bce 371 cpeacTBa nayT Ha noaaepXXaHuWe U pa3BUTME UMPbl, @ TakXXe Ha caMmy

6e30MacHOCTb. COBEPLLEHCTBYIOTCS CUCTEMbI aBTOPMU3aLMK, BbIMYCKalOTCA HOBble NaTum (UM poBble
3annaTky 4S8 NPorpaMM), 3aKpbIBaloTCA YSI3BUMOCTW CEPBEPOB.

B noao6HbIX Urpax CTOWUT onacaTbCsl HEe CTOSIbKO CBOMX COMEPHMKOB, CKOIbKO KPaXkm TBOEro naponsi,
Ha KOTOPOM OCHOBaHa CMCTeMa aBTOpU3aLUMK 60bLUMHCTBA Urp.

OCHOBHbIE COBETbI N0 6€30MacHOCTU TBOEro UrPOBOro aKKayHTa:

1. Ecnu gpyrov urpok Beaet cebs nnoxo uam cosaaeT Tebe HenpusTHOCTK, 3abOKMpYI ero B
CMMCKe UrpOKOB.

Moxanyncs aaMMHUCTPaTOPaM Urpbl Ha NJIOXoe NoBeAEeHME 3TOMO UrPoKa, XKenaTenbHO
MPUIOXUTL Kakne-To AoKasaTesibCTBa B BUAE CKPUHOB.

He ykasbiBait M4YHyt0 MHbopMaumio B npodaiine urpsbl.

YBa)kai Apyrmx y4acTHUKOB MO Urpe.

He ycTaHaBnuBai HeoduumanbHble NaTym 1 Moabl.

Mcnonb3yi cnoXHble U pasHble Naposu.

[laxxe BO BpeMsl Urpbl He CTOUT OTK/II0YaTb aHTUBMPYC. NoKa Tbl Urpaellb, TBOM KOMMblOTEP
MOryT 3apasuTb.

N

Nounirw

OULWINHI N KpaX<a JINYHbIX AaHHbIX

O6bIYHOM KpaXel AeHEr U OKYMEHTOB CEroAHs Y)Ke HUKOro He YAMBULLb, HO C Pa3BUTUEM UHTEPHET-
TEXHOJIOMMIN 3/T0YMBILSIEHHWUKN NEPEMECTUNNCL B MHTEPHET, M MPOAOKAIOT 3aHMMaTbLCS "No6UMbIM"
[enom.

Tak nosiBunack HoBas yrpo3a: MHTepHEeT-MOLEeHHUYECTBa NN DULWINHT, rMaBHasa Leslb KOTOPOro
COCTOUT B NOSTyYEHUM KOHDUAEHUMANbHBIX AaHHbIX NOb30BaTeNeN — JIOTMHOB M Naponen. Ha
aHrMUCcKoM a3bike phishing untaetcs kak duwmHr (ot fishing — pbibHast noens, password — naporsb).

OcHoBHbIe coBeTbl No 60pbbe ¢ PULLINHIOM:

1. Cneau 3a CBOMM aKKayHTOM. ECnv Tbl MOA03peBaellb, YTO TBOS aHKETa bbina B3/IoMaHa, To
Heo6X0AMMO 3ab/0KMPOBATh €€ M COOBLWIMTL aIMUHUCTPATOpPaM pecypca 06 3TOM Kak MOXHO
cKopee;

2. Wcnonb3yit 6e3onacHble Be6-CaiThbl, B TOM Yncnie, MHTEPHET-MarasnHoB M MOMCKOBbLIX CUCTEM.



3. Wcnonb3yi cnoxHble U pasHble naponn. Takum obpasom, ecnv Tebs B3NIOMatoT, TO
3/10YMbILUAIEHHMKM NOJyYaT AOCTYN TOSbKO K OAHOMY TBOEMY MpOuUo B CETU, @ HE KO BCEM.

4. Ecnu Tebs B3nomanu, To HeobxoamMMo npeaynpeanTb BCeX CBOMX 3HAKOMbIX, KOTOpble

fobasneHbl y Tebs B Apy3bsiX, O TOM, YTO Tebs B3N1OManu U, BOSMOXHO, OT TBOEro umexHu byaet

PaCcCbIIaTLCS CMaM M CCbINIKM Ha (DULLMHIOBbLIE CaNThl.

YcTtaHoBM HaaexHbin naponb (PIN) Ha MOBuNbHBIA TenedoH.

OTkNOUM coxpaHeHue napons B bpaysepe.

He oTkpbIBal thavinbl 1 Apyrne BNOXEHMSI B MMCbMax, AAXE €C/I OHU MPULLAN OT TBOMX ApY3eN.

Jlydiie yTOYHW y HMX, OTNPaBASAAM Nn OHM Tebe 3Tn dalnbl.

Nowuw

LincdppoBas penyTaums

Lindposas penyTtaumust — 3To HeraTMBHAs AN NO3MTUBHAA MHBOpMaLKs B ceTu o Tebe.
KomnpomeTupytoLas nHdopmaums, paMeLleHHasi B UHTEPHETE, MOXXET Ccepbe3HbiM 06pa3om
OTPa3nTbCS Ha TBOEW peanibHOM XXU3HM.

"Undposas penytaums” — 3To TBON UMMUAK, KOTOPLIM (DOpMUPYETCS U3 MHOPMaLMK O Tebe B
MHTEpHeTe.

TBOE MeCTo XMTenbcTBa, y4ebbl, TBOE PUHAHCOBOE NONOXKEHME, OCOBEHHOCTM XapaKTepa M pacckasbl
0 61M3KMX — BCe 3TO HAKanJMBaETCs B CETMU.

MHorve NoApOCTKM NErKOMbICIEHHO OTHOCSTCA K Ny6AnKaummn nMuHon nHgopmaummn B IHTEpHeTe,

HE MOHMMasi BO3MOXHbIX NOCNEACTBUI. Thl AaXe HE CMOXELb JoraAaTbCsl 0 TOM, YTO GoTorpadus,
pa3MelleHHasn 5 neT Hasaa, cTana NpUMYMHON OTKasa NpUHATL Tebst Ha paboTy.

KoMMeHTapuu, pasMelleHne TBoUX oTorpacuin U Apyrue AeUCTBUS MOMYT HE UCYE3HYTb AaXe rnocne
TOro0, KaK Tbl MX YAanuLWb. Tbl HE 3HAELb, KTO COXpaHWN 3Ty MHGOpMaumio, nonasa m OHa B NOUCKOBbIE
CUCTEMbI U COXPAHWIACh NI OHA, a FMaBHOE: YTO NOAYMAlOT 0 Tebe OKpyxatowwme Noan, KoTopble
HakayT U YBUAST 3TO.

HalTn nHdopMaumio MHOro NeT CiycTs CMOXET Ntobon — Kak 13 Ao6pbiX NOBYXAEeHWI, TaK U C
HaMepeHMeM MPUYMHUTL Bped. DTO MOXET 6bITb KTO YroaHo.

OCHOBHbI€e COBETbI NO 3awmTe udpoBoi penyTauum:

1. TMopymain, npexxae YeM 4To-To NybnMKoBaTb M NepeaaBaTb y cebs B 6r1ore unv B coumanbHo
cetu.

2. B HacTpovikax npodwunst yCTaHOBM OrpaHNYEHNs Ha MPOCMOTP TBOEro Npoduns U ero
COAEPXXMMOr0, Caenan ero Tonbko "ansa apysen”.

3. He pa3mMeLluait 1 He ykasbiBal MH(OPMaLIMIO, KOTOPasi MOXET KOro-nnbo ockopbnaTb nnm
obmxarb.

ABTOpCKOE npaBo

CoBpeMeHHbI€e LWKOSIbHUKN — aKTUBHbIE MOoJib30BaTeNnn umndpoBoro NpocTpaHcTea. OAHAKO Aaneko He
BCE 3HAIOT, YTO MOMIb30BaHWE MHOMMMU BO3MOXXHOCTSIMU LIM(PPOBOro MmMpa TpedbyeT cobnoaeHuns npas
Ha WHTENINEKTYasIbHY0 COBCTBEHHOCTb.

TepMuH "nHTennekTyanbHas COBCTBEHHOCTb" OTHOCUTCS K Pa3/IMyHbIM TBOPEHUSIM YET0BEYECKOrO
yMa, HauMHasi C HOBbIX M306peTeHUi N 3HaKOB, 0603HaYalOLWMX COBCTBEHHOCTb HA MPOAYKThI U YCITYri, U
3aKaH4yMBas KHUramu, doTtorpadusamMm, KNHOMUNbMaMK U My3blKasibHbIMW NPOU3BEAEHUSMMU.
ABTOpCKME NpaBa — 3TO NpaBa Ha MHTENNEKTYaNbHY0 COBCTBEHHOCTb Ha NPOM3BEAEHUS HAYKK,
nuTepaTypbl U UCKYCCTBa. ABTOPCKME MpaBa BbICTYNAlOT B KAYECTBE rapaHTUM TOro, YTO
VHTENNEeKTyasbHbIN/TBOPYECKUI TPYA aBTopa He 6yaeT HanpacHbIM, AaCT eMy CripaBeAvBbIe
BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOero TpyAa, NoAyYnTb U3BECTHOCTb M Npu3HaHue. HUKTo
6e3 paspelueHns aBTopa He MOXET BOCMPOU3BOAUTL ero

npou3BeeHne, pacnpocTpaHsaTb, Ny6/IMYHO AEMOHCTPUPOBATL, NPOAABaTh, MMMOPTUPOBATL, NyCKaTb B
npokaT, Ny6IMYHO UCMONHATb, NOKa3blBaTb/MCNONHATb B 3Upe nnmn pasMeLlaTs B

NHTepHeTe. Mcnonb3oBaHue "nnpaTckoro” nporpaMMHOro obecneyeHns MoXKeT NPUBECTU K MHOMMM
pUCKaM: OT NOTEPU AaHHbIX K TBOMM akkayHTaM 0 6710KMPOBKM TBOErO YCTPOMCTBA, rAe yCTaHOB/EHA
HeneranbHas nporpamMMa. He ctouTt Takxke 3abbiBaTb, UTO CyLLECTBYIOT NieranbHble 1 6ecnnaTtHble
NpOorpamMmmbl, KOTOpPblE MOXHO HAaWTK B CETU.



